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Review Questions
1 . Which security feature in Windows 7 prevenrs malware by limiting user privilege levelsl

a. Windows Defender

b. UserAccount Controt (UAC)

c. Microsofr Security Essentials

d. Seffice SIDS

The default privilege level for services is LocalSystem. True or False?

When compared to Vindows XB which networking features have been updated or added
in Windows 7 to enhance security? (Choose all that apply,)

a. 
-lCP/lPv4

b. Network Access Protection (NAP)

c. Poincto-Point Tunneling Protocol (PPTP)

d. Internet Connection Sharing

e. \i(/indows Firewall
'07hen compared to !0indows Msra, which data protection feature is new in windows 7i

a. Local security policy

b. Birlock€r Drive Encryption

c. EFS

d, Bitlocker To Go

e. Network Access Protection (NAP)

Vhich oI the following passwords meet complexity requirements? (Choose all that apply.)

a. password$

b. ##$$@@

d. aiban0$$

e. A%sj

\7hich password policy setting should you use to prevent users from teusing their pass-
words too quickly?

a. Maximum password age

b. MiniDum password age

c. Mininum password length

d. Password must rneet complexity requirements

e. Srore pd$word. u.ing reverrible e"cryprion

!ftich account lockout policy sefting is used to configure the time frame in wfiicL incorrect
logon attempts musr be conducred before an account is locked out?

a. Account lockout duration

b. Account lockout threshold

c. Reset account lockout counter after

d. Account lockout release period

The - local policy controls the tasks users are allowed to perform.
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10.
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9 .

12.

whith type o{ Applocker rule condition can uniquely identify any file regardless of its

iocation?

a. Publisher

b. Hash

c. Network zone

d. Path

How would you create Applocker rules if you wanted to avoid updating the rules when
most software is already installed?

a. Vanual ly creare rule. for each rppl icar ion

b. Automatically generate rul€s

c. Create default rules

d. Download rule templates

Evaluating DLL files for software restrictions has a minimal impact on performance bc_
cause ofcaching. True or Falsel

\qhich urilities can be used to compare the settings in a security template against a com-
put€r coDfiguratior? (Choose allthat apply.l

a. Secedit

b. V/indows Defender

c. Secuity Templates snap-in

d. Group Policy Object Editor

e. Security Configuration and Analysis tool

13, To which event log are audit events written?

a. Application

b. Security

c. System

d. Audit

e. Advanced Audit

An - is used to describe the structure of an application and trigger UAC wher
required.

what are you disabling when you conngure UAC to not dim the desktop?

a. Admin Approval Mode

b. file and registry virtualization

c. user-iniriatedprompts

d. secure desktop

14.

15 .

16. Microsoft Security Essentials rcquires a subscription fee after a 90-day trial period. Tr-

17 .
or falsel

Which of the {ollowing does Action Center monitorl (Choose all that apply.)

a. Network Firewall

b. \Tindows Update

c. User Account Control

d- Internet security settings

e. Virus protection

To prevent ssrrare installation, you should confgure Windows Defender to perform18 .
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24.

21 .

19. Which type of errcryption is the fastest, strongest, and best snited ro encrypring largc
amounts oI infonnarion?

a. SymDetric

b. i28 bir

d. Hash

e. Public key

To encq'pt a 6le by using EFS, the 6le must be srored on an NTFS-fornatted partition. True
or Faise?

How can you recovcr EFS encrypted files iI rhe rser profle holding the digital cetificate is
accidentally deletedl (Choose all tbat appIy.)

a. Restore the fi1e from backup.

b. Restore the user certifcate frorr a backup copy.
c. Another user wirh access to the file can decrypr ir.
d. Decrypt the 6tc by using rhe recovery certificate.
e. De.rypr r l -e f i le l .y using rhc LFS re:o,ery ,nap-in.

22. Which of thc foilowing is nor true abour Bitlockcr Drive Encryption?
,r.  BirLntkcr Dnre frr<rt  f r ion requin s rr  ler\r  ru,r  dr.k pa1,ro;. .
b. Birlocker Drive Encfyption is desigDed to be uscd with a TpM.
c. Two encryption keys are used to prorect data.
d. Data is sr i l lencrypted when Bit locker Drive Encrypdon js disabled,
e, You nrust use a USB drive ro srore rhe starrup key.

23. Bir locker Driv€ Encryprion is user aware and can be used ro protect individual f i les on a
shared conputer. Truc or False?

24. Whlch is the preferred setting for lfindows Update?
a. hstall updates automatically

b. Download updates but let me choose whether ro insrall rhem
c. Check for lrpdares but ler me choose whe er to download and install rhem
d. Never check for updares

25. Which caregories of updares can be downloaded and instalted auromatic:rlly by \(indows
Update? (Choose all dlat apply.)

b. Importanl

c. Recommcrded

d. Optional

e. Feature update

%,

:ase Projects
Case Project 7-1: Virus Prevention

BLrddyt Machine shop has been infcaed wirh a vims for thc second time ir six nonths.
Several mac'lines cannot rnn artjvjrus soltware because jf rmelferes wit1r specia[zed soft

ware used to carve macAine paLts fron blocks ofnetal What can you do to mitigate t/1e
risk oI viruses inlectine the conDutersi


